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Cyber Security and Education

A continuous process of
identification, protection, testing,
remediation and evaluation of the
defenses deployed to protect
network and information asset as

related to the broader internet

Policy People
Thou Shalt, Thou Shalt Not End Users, Operations,
Technologists

Procedure Processes
Carrying out the Thou Shalts Means and Methods

Regulation Technology
Mandated Requirements Devices, Applications, and
Systems

Standards Partnerships
Agreed Upon Practices Key Contributors that Cover
Gaps in the Afore Mentioned...

Common and unique challenges
facing the education space for
faculty, students and parents
including leveling access to
technology,

Environment Threat Types
Classroom, sizes Common Threat Types in
School Districts

Curricula Acr_;ess Communication Flows
Content and Media Operational vs Educational

Regulation Technology
Mandated Requirements in Devices, Applications, and
privacy and safety Systems

Funding Technologists
Budget Cycle vs Technology The practitioners within the
Cycle School District
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is the integration of digital technology into all
areas of the organization, resulting in

fundamental operational changes and service

value delivery

[Digital Transformation]
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is the integration of security into all areas of

digital technology, resulting in a Security

Architecture that provides a Continuous

Trust Assessment

[Security Transformation]
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Security Needs

The Analyst’s View

Gartner

Internal 1

Gartner
Scale to Vo

Support 100G

Expansion of network
infrastructure to support new
applications/services’

Segmentation

To contain attacks and limit the
impact of a successful exploit?

Notes/Sources:
1.  Gartner Magic Quadrant for Data Center Networking July 2017

2. Gartner Best Practices in Network Segmentation for Security July 2016
3. Gartner Research Paper “Predicts 2017: Network and Gateway Security”

Gartner
SSL Traffic 1=

Inspection

Growing number of malware
attacks including Ransomware
using HTTPS3
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Digital Attack Surface Expanding and Becoming Invisible

Network Cloud

8-

BROAD

Attack Surface

Devices
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Too Many Point Solutions and New Regulations

Point Security
Products Consoles

INTEGRATION

Very Difficult

CIPA/FERPA
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Rapidly Changing Advanced Threats and Lack of
Resources and Expertise

Noise

o) 11
L 10
0 L

AUTOMATION
Critical

Maturity
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Security Framework for Digital Security

Identify the
Attack Surface

Protect Against
Known Threats

Trust
Assessment

Continuous

Rapid
Threats

Detect Unknown
Response
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2018 Fortinet Security Fabric

A Security Architecture that provides:

BROAD Visibility & Protection of the T

Digital Attack Surface

INTEGRATED Detection of Advanced < N
Threats [ £ S

Response & Continuous o
Trust Assessment |
Delivered as: 4 /

O W@ D

Appliance Virtual Hosted Cloud Software
Machine

ADVANCED THREAT PROTECTION
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2018 Fortinet Solutions

Network Endpoint Web Application Advanced
Security Security Security Threat Protection
®

-+ | SD-WAN

Multi-Cloud
Security

FortiGate FortiClient FortiMail FortiWeb FortiAP FortiSandbox FortiAnalyzer
Virtual Firewall EPP Secure Email Web Application Wireless Advanced Threat Central Logging /Reporting
FortiGate Network Security Gateway Firewall Infrastructure Protection
Enterprise Firewall Ig
ﬁ By
IPS FortiManager
@ d ) Central Security Management
FortiGate FortiSwitch
Cloud Firewall Switching
/) SWG Network Security Infrastructure

[

Secure
Unified Access

e

(c

[

/

S

Management
- Analytics

FortiSIEM
Security Information &
Event Management
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Fabric Allilance Ecosystem

oo W son W crcoore [ ersgement
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¥ amazon i @Symantec tufin
" webservices™ .. CISCO. M McAfee
HEEEHEEE: nuagenetworks Together is power. 0
Mgcrfzféﬁzel{re e @ SentinelOne algosec
BROCADEB Attivo  §1eSR FIREMQN
€ Bvsecurty £ openstack verwores.  BLACK ’
‘ . gyl )
@ HPE Helion CQ) CLOUDIFY Zlﬂ-_e‘n servicenovw

Vulnerability/SIEM IoT/OT/NAC Identity Technology

—\ WhiteHat )y NOZOMI intel)
~~ SECURITY. \p 8) Centnny L/
@ A
@ QUALYS ForeScout

s @ VERISIGN’
CYBERARK’

Hewlett Packard ~ S NETWORKS @ riobon

Enterprise communications

S Pulse Secure*
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Third-Party Certifications

*NSS Labs Data Center Firewall test, April 2017. No SVM/recommendations published ~ AS of January, 2018

Firewall

NGFW

Data Center Security Gateway
NGIPS

Breach Detection

Breach Prevention

Web Application Firewall

Adv. Endpoint Protection

Tested*

Recommended

Recommended

Recommended

Recommended

Recommended

Recommended

Recommended

NSS\)

LABS
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Core Fabric Technologies

FORTIOS

O

2R, o

&> [IG$0
% C}o
FABRIC USE CASES

Al O‘

CONNECTORS API
B [
Q [
AUTOMATION FABRIC AGENT
CASB ORCHESTRATION

FORTIGUARD @

U

Security Rating

@)

Threat Intelligence

&
@,

Web Filtering FortiSandbox

&)
&) ¢

Intrusion

. Antivirus
Prevention

&

IP Reputation

@

Application
Control

PARALLEL PROCESSING

CP9

ﬁ CPU

Accelerates \‘, ‘ Accelerates
Network Flexible Content
Traffic  policy  Inspection

SoC3

Optimized for entry-level
form factors

s %

More Performance Less Latency

s Y ¢
2R

Less Power Less Space

SPU




FortiGuard: By the Numbers

&
Botnet C&C attempts
THWARTED

‘= PERMNUTE

INTRUSION
PREVENTION

MALWARE PROGRAMS
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Malicious Website
Blocked Per Minute

4,400,000

NETWORK INTRUSION
ATTEMPTS
resisted per minute

460,000 Y/

GLOBALLY PER YEAR

000

DISCOVERED

of Threat
Samples




FortiGuard Global Threat Intelligence

Organizations Devices Threats

Technology @ Firewalls : Botnets

FortiGuard Global
Threat Intelligence

Global FortiGuard
Distribution Network

Education ‘ Sensors Applications

Finance

Access Points Vulnerabilities

Manufacturing Switches Malware

Government Desktops & Malicious
Laptops URLs
Big Data
Cluster
Healthcare Mobile & Malicious
Tablets Emails
Storage
320K+ total 4M total 50B per day Buffer
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SECURED BY
FORTIGUARD.

APh

Application
Security

Endpoint
Protection

Advanceo
Threat

Secure Access Layer

Protection
N Single Pane of Glass
Management &

Analytics
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Deep Visibility and Fabric View

. € 2 [7source: 1001 ilter | @« now sminutes [N &
! Fort |V| ew v Summaryof 100117 HAAGIve-Passive A Active. Passive
- &E’?‘ =2 [T
. e oo 100Sessions - Upstream it 244 N
Physical Topology o e ra—” ———" =5 =
L . I T l ﬁ SessTonsf 738 s E'En
0gical Iopology Time Period : Last Hour SPve-ENG 4\
10:00 10:05 10: 10:30 10:35 45 5
Applications Destinations Countries Threats Polici Sour Session:
Sources
Sol Sessions (Blocked/Allowed) %
Destinations
Interfaces
Policies
. 5 =
Countries e o
&R
WiFi Clients 5 S
=R =%
Traffic Shaping 202..
All Sessions o T @
Applications w @

Cloud Applications
Web Sites

FortiView Security Fabric View
. = Top Applications and = Physical Topology

Failed Authentication Threats = Logical Topology
U = Local Threat Map =  Audit recommendation
veN = One Click Actions
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End to End Visibility & Control

FortiGate - NGFW-PRI - Chromium - + X

Ei:l FortiGate - NGFW-PRI %

& (¢} ‘A Not secure | hitps:/fabric.hooli.com/ng/fort

FortiGate 1500D NGFW-PRI > 3 @ O~ @ ademo~
I Favorites ¥ & |QSearch NoAccess Device  Device Traffic> @ now~ [-Weaeepiagontelsened & fI
— SOC dashboard

SortBy: | Bytes (Sent/Received)

HA Active-Passive

-2 NOC dashboard &If HDQ = [[If —o
Physical Topoloj * ‘ e Ol . = (m
y: RLOBY, NGFWBRI \ 1SFW-PRI ACCISFW-A DISTENG SFWENG UTMENG
Logical Topology Internet [H] |
FortiView Interfaces FGIKSDII16801455 P
Security Rating (=]
Automation (o)
FortiView LAN/DMZ fs) FPAZAETF18001650
Compromised Hosts
Quarantine Monitor DAST-SALES 1SFW-Sales ACC-SALES o
Device Inventory
FortiView LAN/DMZ (@)
Applications FPAZ1ETF 1200159
l FortiView LAN/DMZ Web B. m’. A
Sites D(SY-F'N- ISFW-F - ACC- ‘IN-
nance .
FortiView LAN/DMZ Threats °
FortiView Endpoint
Vulnerability (©)]
FPAZIETF 18001649
@ Dashboard >
XA Security Fabric > \ ACC%\,E
& FortiView >
\ ;
& Network > \ s
# System > ACCNGFW DCFW ACC-DCFW
|
B Policy & Objects >
& Security Profiles >
O VPN >
& User & Device >
= WiFi & Switch Controller >
i Log & Report > Security Fabric: ENTLAB-HW
@& Monitor > ( E g ((-? ."?
Q GoToMeeting Pro Screensharing is sharing your screen with app.gotomeeting.com Stopsharing | Hide

Menu B @woispay [= GoToMeeting - Chro... & Terminal _ Update Manager [ 1Googte Drive - Cloud... & GoToMeeting Pro Scr... _‘l 2 & «) @ B« EB ThursdayApril 5 224PM O
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WorkFlow Automation Automation Q,

olclolels ¥olelele

System Threat User & Device External Adjust

Events Alerts Status Inputs N S SN Configuration

TRIGGERS AUTOMATED ACTIONS

RESPONSE

» Automated workflows (stitches) using triggers to deliver
appropriate actions
» Easy creation using wizards
» Covers components within a security fabric



Automated Workflow Automation {!‘a

=" = FortiGate 100D FTNT-SG-ISFW interimbuildo065~ L& (@~ >_ [ admin-

@ Dashboard New Automation Stitch

NX Security Fabric
Name l Quarantine-10C-Detected

Status (RGN © Disabled

FortiGate | [l All FortiGates

Physical Topology
Logical Topology
Security Rating
Automation

Settings Trigger

Fabric Connectors 0
[ FortiView A .'lc;ll
 Network

& System Compromised  Event Log Reboot Conserve HighCPU License Expiry HAFailover Configuration
B Policy & Objects Host Mode Change

& Security Profiles 10C level threshold ~ Medium Ryl
0 VPN
& User & Device

= WiFi & Switch Controller ° °
I OIO 0]010
€ Monitor

Email FortiExplorer AccessLayer Quarantine IPBan AWSLambda  Webhook
Notification  Quarantine FortiClient via
EMS

Minimum interval (seconds) | O <

Action

Cancel

Displayamenu Q



Audit for Compliance Best Practices

Visual Audit Indicator

Run Fabric Audit
(Priority-based)

Apply Recommendations

Priority
1.
Severity Level 2.
"""
3
Medium -
Low 4.

Element

AWSFW.1

Severity

= Common Compliance Areas

No
o v' Secure the network
o v" Secure the endpoints
v Control access
- v Log and monitor activity
v" Enforce policy
o o
NIST &= ISO
® = Security Best Practices
v' Strong administrative access
o v' Current firmware &
® subscriptions
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Audit Support

=

[sl

SECURED BY

22, igarme FORTIGUARD.

= FortiWiFi 61E FWF60E_DEMO

WiFi & Switch Controller > Security Fabric Audit

Log & Report v ; - - .
& P @ Detect Security Fabric FortiGates ) @ Audit ) @ Easy Apply 5 All FortiGates v| ZHL 11 0 AllResults @@ & Print
Forward Traffic
local Tratfic Security Score: ¥-215 (-195)
sytem events B

€ Passed Medium @& High @ Critical

VPN Events
el R T Issue FortiGate Result Recommendation
WiFi Events
[=] Internal Segmentation Firewall (ISFW) 1 @
DNS Query
. Third Party Router & NAT Devices FWF60E_DEMO Replace the following devices with a FortiGate:
Web Filter No third party router or NAT devices should be @D 70:81:eb:d3:8d:fe

Application Control detected inthenetwork. | ooomoomoooomoosoeeiees

Security Fabric Audit g @ Unused Policies FWF60E_DEMO Review the following IPv4 policies that haven't been used in the last 90 days:
All IPv4 policies should be used.

LY
v

Security Audit Events Policy Last Used
Learning Report Port1_Out Never
Local Reports

Port3_Out Never
FortiCloud Reports

Port2_Out Never
Log Settings

NO GAMES Never
Threat Weight
Alert E-mail 8 Never
Monitor N Kids internet Never

o < Back Cancel

F
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SECURED BY
FORTIGUARD.

Audit Support

2= WiFi & Switch Controller > o ¥ | © AddFilter A (D Details

RTINET

[ ¥ [ ]
il Log & Report Y #  Date/Time Level Log Description Serial Number Test Result Security Score

Forward Traffic 1 10:04:07 @m0 Fabricaudit summary OO0Md 215
Local Traffic 2  10:04:07 mmroo7] Deviceauditsummary  FWF61E4Q16000282 OPO0® 215
System Events 3  10:04:07 Test result FWF61E4Q16000282 Admin Password Policy -10
VPN Events 4  10:04:07 mm ] Testresult FWF61E4Q16000282 Explicit Interface Policies (v] +5
Endpoint Events 5 10:04.07 Test result FWF61E4Q16000282 Valid HTTPS Certificate - SSL-VPN -10
WiFi Events 6 10:04:07 Test result FWF61E4Q16000282 Valid HTTPS Certificate - Administrative GUI -10
DNS Query 7 10:04:07 mm | Testresult FWF61E4Q16000282 Unsecure Protocol - Telnet (v] +30

8 10:04.07 mm | Testresult FWF61E4Q16000282 Unsecure Protocol - HTTP (v] +30
Web Filter

9 10:04:07 Test result FWF61E4Q16000282  Detect Botnet Connections | High | -30
Application Control

10 10:04:07 Test result FWF61E4Q16000282  FortiClient Vulnerabilities -50
Security Fabric Audit

11 10:04.07 Test result FWF61E4Q16000282 FortiClient Compliance -10
Security Audit Events w

12 10:04:07 Test result FWF61E4Q16000282 FortiClient Protected -10
Learning Report
L ocal Reoort 13 10:04:07 Test result FWF61E4Q16000282  Endpoint Registration | High | -240

ocal Reports

14 10:04:07 mm ] Testresult FWF61E4Q16000282 Unauthorized FortiSwitches (v] +10
FortiCloud Reports i .

15 10:04:07 mm ] Testresult FWF61E4Q16000282 Unauthorized FortiAPs (v] +10
Log Settings 16 10:04:07 Test result FWF61E4Q16000282  Advanced Threat Protection | High | -30
Threat Weight 17 10:04:07 Test result FWF61E4Q16000282  Unused Policies -110
AL = 18 10:04:07  mmrrrn  Testresult FWF61E4Q16000282  LAN Segment Servers (V) +10

5 MOnitOr > 10 1n.nA.n7 TR o o o o | Tact racnilt+ E\WEA1TEAN1 ANNNDQD Cantralizad | naaina £ Danartinag (o) 42N




What is the Fabric?

Application: From loT to Cloud broad
coverage of the attack surface.

Instrumentation: Cost reduction in identifying
risk across the infrastructure.

Automation: Reduction in exposure from
breach detection to remediation.
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