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Cyber Security and Education 

Policy 
Thou Shalt, Thou Shalt Not 

A continuous process of 
identification, protection, testing, 
remediation and evaluation of the 
defenses deployed to protect 
network and information asset as 
related to the broader internet 

Procedure 
Carrying out the Thou Shalts 

Regulation 
Mandated Requirements 

Standards 
Agreed Upon Practices 

People 
End Users, Operations, 
Technologists 

Processes 
Means and Methods  

Technology 
Devices, Applications, and 
Systems 

Partnerships 
Key Contributors that Cover 
Gaps in the Afore Mentioned… 

Environment 
Classroom, sizes 

Common and unique challenges 
facing the education space for 
faculty, students and parents 
including leveling access to 
technology,  

Curricula Access 
Content and Media 

Regulation 
Mandated Requirements in 
privacy and safety 

Funding 
Budget Cycle vs Technology 
Cycle  

Threat Types 
Common Threat Types in 
School Districts 

Communication Flows 
Operational vs Educational 

Technology 
Devices, Applications, and 
Systems 

Technologists 
The practitioners within the 
School District 
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[Digital Transformation] 
DX is the integration of digital technology into all 

areas of the organization, resulting in 

fundamental operational changes and service 

value delivery 
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[Security Transformation] 
SX is the integration of security into all areas of 

digital technology, resulting in a Security 

Architecture that provides a Continuous  

Trust Assessment 
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Security Needs 

SSL Traffic 
Inspection 

Scale to 
Support 100G 
 

Growing number of malware 
attacks  including Ransomware  
using HTTPS³ 

Expansion of network 
infrastructure to support new 
applications/services¹ 

Security cannot be a burden 
on performance in any 
segment of the network³ 

Notes/Sources: 
1.  Gartner Magic Quadrant for Data Center Networking July 2017   
2.  Gartner Best Practices in Network Segmentation for Security  July 2016 
3.  Gartner Research Paper “Predicts 2017: Network and Gateway Security” 

Internal 
Segmentation 
To contain attacks and limit the 
impact of a successful exploit² 

The Analyst’s View 
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Digital Attack Surface Expanding and Becoming Invisible 

Cloud 

Access 

Network 

BROAD 
Attack Surface 

Devices 
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Too Many Point Solutions and New Regulations 

Security 
Consoles 

Compliance 

Point 
Products 

INTEGRATION 
Very Difficult 

Form 
Factor 

30+ 

CIPA/FERPA
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Rapidly Changing Advanced Threats and Lack of 
Resources and Expertise 

Skills 

Maturity 

Noise 

AUTOMATION 
Critical 

Speed 
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Identify the 
Attack Surface 

Rapid 
Response 

Detect Unknown 
Threats 

Trust  
Assessment 

Protect Against  
Known Threats 

Security Framework for Digital Security 

Continuous  



11 Fortinet - Confidential 

2018 Fortinet Security Fabric 
A Security Architecture that provides: 
 
BROAD Visibility & Protection of the 
Digital Attack Surface 
 
INTEGRATED Detection of Advanced 
Threats 
 
AUTOMATED Response & Continuous 
Trust Assessment 
 
Delivered as: 

 
 
 

Appliance Virtual 
Machine 

Hosted Cloud Software 
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2018 Fortinet Solutions 
Network 
Security  

Multi-Cloud  
Security  

Endpoint  
Security  

Email  
Security  

Web Application  
Security  

Secure 
Unified Access  

Advanced  
Threat Protection  

Management 
 - Analytics  

FortiGate 
Enterprise Firewall 

 

FortiGate  
Cloud Firewall 

Network Security 

FortiClient 
EPP 

FortiWeb 
Web Application  

Firewall 

FortiMail 
Secure Email  

Gateway 

FortiSandbox 
Advanced Threat  

Protection 

FortiAnalyzer 
Central Logging /Reporting 

FortiManager 
Central Security Management 

FortiSIEM 
Security Information & 

Event Management 

FortiGate  
Virtual Firewall 
Network Security 

FortiAP 
Wireless  

Infrastructure 

FortiSwitch 
Switching  

Infrastructure SWG 

SD-WAN 

IPS 
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Fabric Alliance Ecosystem 

Cloud SDN Endpoint Management 

Vulnerability/SIEM IoT/OT/NAC Identity Technology 

Partner 

API 
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Third-Party Certifications 

Product 2017 

Firewall 

NGFW 

Data Center Security Gateway 

NGIPS 

Breach Detection 

Breach Prevention 

Web Application Firewall 

Adv. Endpoint Protection 

*NSS Labs Data Center Firewall test, April 2017. No SVM/recommendations published  As of January, 2018 

Tested* 

Recommended 

Recommended 

Recommended 

Recommended 

Recommended 

Recommended 

Recommended 



15 Fortinet - Confidential 

Accelerates 
Network 

Traffic 

Accelerates 
Content 
Inspection 

Flexible 
Policy 

Optimized for entry-level 
form factors 

CPU 

More Performance Less Latency 

Less Space Less Power 

Core Fabric Technologies 

Intrusion 
Prevention 

Antivirus 

FortiSandbox  
Cloud 

Web Filtering 

Application 
Control 

IP Reputation 

FABRIC 

CONNECTORS 

AUTOMATION 

API 

USE CASES 

CASB ORCHESTRATION 

FABRIC AGENT 

Security Rating Threat Intelligence 

FORTIGUARD PARALLEL PROCESSING FORTIOS 
SPU 
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FortiGuard: By the Numbers 
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FortiGuard Global Threat Intelligence 

Big Data  
Cluster 

Technology 

Education 

Finance 

Manufacturing 

Government 

Healthcare 

Organizations Devices 

Firewalls 

Sensors 

Access Points 

Switches 

Desktops & 
Laptops 

Mobile & 
Tablets 

Botnets 

Applications 

Vulnerabilities 

Malware 

Malicious 
URLs 

Malicious 
Emails 

Threats 

320K+ total 4M total 50B per day 

Global FortiGuard 
Distribution Network 

Ingestion 
Server 

Storage 
Buffer 

FortiGuard Global  
Threat Intelligence 
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Single Pane of Glass 
Management & 

Analytics 

Endpoint 
Protection 

 
 

Cloud/SDN 
Application 

Security 
 
 
 

Scalable 
 
 
 

Advanced 
Threat 

Protection 
 
 

Secure Access Layer 

API 
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FortiView 
§  Top Applications and 

Threats 
§  Local Threat Map  
§  One Click Actions  

Security Fabric View   
§  Physical Topology  
§  Logical Topology 
§  Audit recommendation  

Deep Visibility and Fabric View  
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End to End Visibility & Control 
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WorkFlow Automation 

AUTOMATED 
RESPONSE 

Notification Reports Quarantine Adjust  
Configuration 

ACTIONS TRIGGERS 

System 
Events 

Threat 
Alerts 

User & Device 
Status 

External 
Inputs 

Automation 
 

§ Automated workflows (stitches) using triggers to deliver 
appropriate actions  
» Easy creation using wizards 
» Covers components within a security fabric 
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Automated Workflow Automation 
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Visual Audit Indicator 

1

Run Fabric Audit 
(Priority-based)  

Apply Recommendations 

Severity Level  

Critical 
High 

Medium 

Low 
Passed 

ISFW.2 

Low 

1. 

2. 

3. 

4. 

Critical 

Priority 

ISFW.1 

7 High 

1 

NGFW.1 

Low 1 

1 

AWSFW.1 

Element Severity No. §  Common Compliance Areas 
ü  Secure the network 
ü  Secure the endpoints 
ü  Control access 
ü  Log and monitor activity 
ü  Enforce policy 

§  Security Best Practices 
ü  Strong administrative access  
ü  Current firmware & 

subscriptions 

Audit for Compliance Best Practices 



24 Fortinet - Confidential 

Audit Support 
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Audit Support 
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What is the Fabric? 

Application: From IoT to Cloud broad 
coverage of the attack surface. 

Instrumentation: Cost reduction in identifying 
risk across the infrastructure. 

Automation: Reduction in exposure from 
breach detection to remediation. 




